


Different tools provide different functionality

.mmm e H e
- " . + |

1 Configure the Blockchain

2 Deploy the Blockchain e +

3  Develop the contract + -

4  Compile the contract + -

5 Create user account + +

6 Deploy the contract + -
Create the Ul for

7 . . + -
interacting

8  Run the client + =
Interact with the contract &

9 + =
have fun

10 Monitor the execution - +

https://remix.ethereum.org/
http://truffleframework.com/ganache/

https://github.com/kvhnuke/etherwallet/releases/tag/v3.21.06

o

e

+ o+ o+
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Use which tool for what purpose? (1/2)

* Use Geth for everything?
* Powerful but command-line only

* What should | use?
* As a starting point for developing contracts — mostly Remix

* What cannot Remix do?

* Configure the blockchain

 Create real (non-test) user accounts and transfer funds between user
accounts

* Monitor the execution
* Other advanced operations
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Use which tool for what purpose? (2/2)

* Why use Ganache?
* To inspect and monitor the execution
* To visualize certain elements in a better way

* Why use MyEtherWallet?

* To create a personal wallet (real user account), transfer funds between user
accounts, and interact with contracts

rl’\/l?e*ta{{\ask asa er-alternativ
\/ rf\l\/ , R

) Y

! - SRy,
_:«‘\ / -\\‘ /
\‘7/7 1 \/ . e ‘
[N~ -
20 ,P’f Ny
| IR Ny |
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Smart Contracts

* |n the form of code

* Stored on a blockchain
* Executes under given conditions

- K. Delmolino, M. Arnett, A. E. Kosha, A. Miller, and E. Shi, “Step by Step Towards Creating a Safe Smart Contract:
Lessons and Insights from a Cryptocurrency Lab,” IACR Cryptology ePrint Archive, vol. 2015, p. 460, 2015. 4
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Smart Contracts Example (1/3)

Blockchain

* Owner creates the contract

* Contract replicates among all the nodes

Owner

%‘ Contract

=1

Tenant
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Smart Contracts Example (2/3)

Blockchain

* Tenant deposits to the contract
* Contract’s State changes on all the nodes

Owner

‘f'
Tenant ‘ g
pepe :
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Smart Contracts Example (3/3)

Blockchain

* Owner checks the contract’s balance

* Contract’s state is fetched from one node

Check Bajance

Ténant
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Smart Contracts

Developing a simple contract

Compiling the contract

Deploying the contract

Interacting with the contract

Adding more functions to our code to make it more practical

v & 0 N
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Open Remix : remix.ethereum.org
* An open source tool for writing, compiling and testing Solidity contracts

e B 0o 0 @ % € powserirstContract.sol * Compile Fun  Analysis Testing Debugger Setlings
» browssr ; pragma solidity *0.5.0; Cument Tecommit clang
3= contract financiclContract
* config 4 t Select new compiler version
5 uint balance = 313008;
6 8 Auto compile — Enable Optimization — Hide warnings
7= function getBalance() public view returns(uint){
2 PEEC b anCey  Start 1o compila (Cir-5)
a &
1e
11- function deposit(uint neslleposit) public{
12 balance = balance + newDeposit;
13
14 financialContract X Swarm
5 }
16

Detsils  Wyasl B Bytecode

financialContract x

¥ @ o " [2] only remix transactions, seript = Q| Search transactions
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Solidity

* Object-oriented

* Contract-oriented

* High-level language

* Influenced by C++, Python, and JavaScript
* Target Ethereum Virtual Machine (EVM)

Serpent as an Alternative?
* Low-level language
* Complex compiler
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Start Coding

* Setter and Getter: Set and get the information.

1 pragma solidity ~@.5.0;

2

3~ contract financialContract {

4

5 uint balance = 313000; Variable
6

7~ function getBalance() public view returnsCuint){

8 return balance; Getter function
9

10

11~ function deposit(uint newDeposit) public{

12 balance = balance + newDeposit;

Setter function
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Compile the Contract

* Compile tab: Start to compile button

« »  Compile Run Analysis  Testing Debugger Settings

2 browser/firstContract.sol

1 ragma solidity 740.5.0;
prag ¥ * Current version:0.5.1+commit.cBa2ch62. Emscripten.clang

3 - contract financialContract {
4 Select new compiler version v

5 uint balance = 3136@0;

6 Auto compile  Enable Optimization  Hide warnings
7= function getBalance() public view returnsuint){

g 3 return balance; £ Start to complle (Cri-S)

10

11~ function deposit(uint newDeposit) public{

12 balance = balance + newDeposit;

13 }

14 financialContract + & Swarm
15 }

12
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Set Deployment Parameters (1/2)

* Run tab: Environment = JavaScript VM

+
€ Z  browserffirstContract.sol
1 pragma solidity ~0.5.0;
2
3 - contract financialContract {
4
5 uint balance = 313000;
6
7 function getBalance() public view returnsCuint){
8 return balance;
9 1
10
11~ function deposit(uint newDeposit) public{
12 balance = balance + newDeposit;
13 }
14
15 }
16

*  Compile Run Analysis Testing Debugger Seftings Supp

(Environrnen! JavaScript VM VM) $ 3 ]
Account @  Oxca3..a733c (100 ether) s+ B
Gas limit 3000000
Value 0 wei :
[finaﬂclnlCnﬂlract :J i

Deploy
or
At Addrass Load contract from Address

13
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Set Deployment Parameters (2/2)

 JavaScript VM: All the transactions will be executed in a sandbox blockchain in the
browser. Nothing will be persisted and a page reload will restart a new blockchain
from scratch, the old one will not be saved.

* Injected Provider: Remix will connect to an injected web3 provider. Mist and
Metamask are example of providers that inject web3, thus they can be used with
this option.

Web3 Provider: Remix will connect to a remote node. You will need to provide
the URL address to the selected provider: geth, parity or any Ethereum client.

Gas Limit: The maximum amount of gas that can be set for all the instructions of a
contract.

Value: Input some ether with the next created transaction (wei = 10-18 of ether).
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Types of Blockchain Deployment

* Private: e.g., Ganache sets a personal Ethereum blockchain for
running tests, executing commands, and inspecting the state while
controlling how the chain operates.

* Public Test (Testnet): Like Ropsten, Kovan and Rinkeby which are
existing public blockchains used for testing and which do not use real
funds. Use faucet for receiving initial virtual funds.

* Public Real (Mainnet): Like Bitcoin and Ethereum which are used for
real and which available for everybody to join.
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Deploy the Contract on the Private Blockchain of

Remix
* Run tab: Deploy button

« ? browser/firstContract.sol » Compile Run Analysis  Testing Debugger Settings Supj
; L Environment  JavaScript VM F AV TS |

3+ contract financialContract { Account @  Oxca3..a733c (99.9999999999998644% Iy [#
e e

4
5 uint balance = 313000; Gas limit 3000000
6
7~ function getBalance() public view returns{uint){ Value 0 wei H
8 return balance;
9 }
10
11~ function deposit(uint newDeposit) public{ [!inancialcnntran:t :Ji
12 balance = balance + newDeposit;
14
15 } or
16

Al Address Load contract from Address

Transactions recorded: 1 o

¥ @ o [2] only remix transactions, script ~ @  Search transactions

getBalance

s Executing d to i with the Remix interface (see list of commands above). Note that these com

mands can also be included and run from a JavaScript script.
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Interact with the Contract

» Setter = Red Button: Creates transaction
* Getter= Blue Button: Just gives information

Deployed Contracts

- financialContract at 0x692...77b3a (memory) 0 x

deposit uint256 newDeposit v

getBalance .

0: uint256: 313000

Deployed Contracts

- financialContract at 0x692...77b3a (memory) B x

Press getBalance to see the initial amount o

deposit i % ~

getBalance =

Input a value and press deposit button o
to create and confirm the transaction

Press getBalance again to see the result

0: uint256: 313012
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Additional features

* Transferring funds from an account to the contract
* Saving the address of the contract creator
* Limiting the users’ access to functions

» Withdrawing funds from the contract to an account
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Receive ether (1/2)

* Transfer money to the contract

1 pragma solidity 70.5.0;

2

3+ contract financialContract {
4
Payable keyword 5« function receiveDeposit() payable public{

allows receiving 3
ether 7

function getBalance() public view returns(uint){
return address(this).balance;

Hidden Code:
Address(this). balance += msg.value;

We can get the
balance of the
contract

19
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Receive ether (2/2)

Input the value as wei

Compile Run Analysis Testing Debugger Settings Sup

(1018 of ether)

Click the receiveDeposit button to
transfer the money to the
contract

Environment  JavaScript VM HVM(-) 5 1
Account @  Oxca3...a733c (99.9999999999998944% I @

Gas limit 3000000

Value [ 100 ] wei

[ financialContract #] i

Deploy
or

At Address Load contract from Address

Transactions recorded: 1 v
Deployed Contracts a

- financialContract at 0x692...77b3a (memory) B x

receiveDeposit

getBalance
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Constructor

* Will be called at the creation of the instance of the contract

1 pragma solidity 40.5.0;
2
3~ contract financialContract {

4
5 address owner;

6

7~ constructor() public{ We want to save

8 owner = msg.sender; §* the address of the
2) } contract creator
10

11~ function receiveDeposit() payable public{

12

13 }

14

15~ function getBalance() public view returnsCuint){

16 return address(this).balance;
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Withdraw funds

* Modifier: Conditions you want to
test in other functions

* First the modifier will execute, then
the invoked function

Only the contract’s creator is
permitted to withdraw

Transfer some money from the

1 pragma solidity 70.5.0;
2
3~ contract financialContract {
4
5 address owner;
6
7~ constructor() public{
8 owner = msg.sender;
9 }
10
11 ~ modifier ifOwner(){
12 ~ ifCowner != msg.sender){
13 revert();
14 ~ }else{
15 =5
16 }
1
18
19
20 - function receiveDeposit() payable publicq{

Z:k

ion getBalance() public view returns(uint){
ess(this).balance;

contract’s balance to the owner

26 }

27

28 ~ function withdraw(uint funds) public ifOwner{
29 msg.sender.transfer(funds); ]
30 5 %

31 -
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Now deploying a smart contract on an
external blockchain

- +

1  Configuring the Blockchain - -

2 Deploying the Blockchain . N + e 4

3  Developing the contract + - - 1

4  Compiling the contract + - - +

5  Creating user account + + + +

6  Deploying the contract + - + +
Creating the Ul for

7 . : =t - + +
interacting

8  Run the client + - a3 +
Interact with the contract &

9 - + +
have fun

1
o
|
+

10 Monitoring the execution
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Run Ganache

[ L] Ganache
ACCOUNTS

MINING STATUS

CURRENT BLOCK GAS PRICE GAS LIM PC SERVER
20000000000 672197 :/127.0.0.1:7545 AUTOMINING k

HD PATH

MNEMONIC
m/44'/60' /0" /0/account_index

slim rain lawn kiwi elegant behind vibrant dentist puppy reduce kidney there

ADDRESS BALANCE TXCOUNT  INDEX &
0x231eAeEF9EA93F5370al1F633F32E45AF570980E8  100.00 ETH 0 0
ADDRESS BALANCE TXCOUNT  INDEX &
0x970fc818790E900598C57E48b89B6D3D8896D416  100.00 ETH 0 1
ADDRESS BALANCE TXCOUNT  INDEX &
0xb59BD5568d0be42C13fB521845243F1CDaF2eF1  100.00 ETH 0 2
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MyEtherWallet

* add your custom network that you want to test your contracts on

&) MyEtherWallet

The rtweet: s rraby full right rowe. Ch

New Waliet Send Ether & Tokens S Swap Send Offine Contracts ENS DomainSale  Check TX Status  View Wallet info Help
Led, /TRE]
Create New Wallet il n
your wallet |

Enter a password o MetaMask r

natona phis

Jaxx / riTok

Create New Wallet w0 access youl

© Mist/ Geth /
This password encrypts your private key. This does not act 03 8 seed to generate your keys. You will need this password + your private key to unlock your wallet,

How to Create a Wallet + Getting Started

MyEtherWallet.com does not hold your keys for you. We cannot access accounts, recover keys, reset passwords, nor reverse transactions, Protect your keys & always check that you
are on correct URL. You are

sible for your security 25
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Import your RPC server address and the port number from
Ganache to MyEtherWallet

NETWORK ID

CURRENT BLOCK |
20000000000 21975 §777

0

MNEMONIC
slim rain lawn kiwi elegant behind vibrant dentist pup

ADDRESS
0x231eAeEF9EA93F5370a1F633F32E45AF570980E8

| ADDRESS

Ganache

MINING ST
ALITOMINING (

Set Up Your Custom Node

Mrivate ETH Node

URL
http://127.0.0.1

HTTP Basic access authentication

© ETH ETC Ropsten Kovan Rinkeby Custom Supports EIP-155
Cancel Save & Use Custom Node
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MyEtherWallet

* Contracts tab: Deploy Contract
) MyEtherWallet R eruisn - | Gos rice: 41 Guei | Network wy Etner Nodeseth custom ~

The network is really full right now. Check Eth Gas Station for gas price to use.

New Wallet Send Ether & Tokens @Swap Send Offlin @ NS DomainSale Check TX Status View Wallet Info  Help

Interact with Contract olDeploy Contract

Byte Code

Gas Limit
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Remix

* Type your contract and compile it

b browser/firstContract.sol

1 pragma solidity 40.5.0;

2

3 - contract financialContract {

4

5 uint amount = 13;

6

7- function getValue() public view returnsuint){
8 return amount;

9 }

10

11~ function setValueCuint newAmount) public{
12 amount = newAmount;

13 }

14 }

15

16

® Compile Run Analysis  Testing Debugger Settings Su

Current version:0.5.1+commit.cBa2cb62.Emscripten.clang
Select new compiler version $

Auto compile  Enable Optimization  Hide warnings

[0 Start to compile [CMAS)]

financialContract 4 X Swam

Details Iy ABI I Bytecode

[
oo
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Remix
Click on Details Button: access ByteCode to import it to MyEtherWallet

financialContract x

NAME Iy @

financialContract

METADATA Iy @

» compiler:

» language: Solidity
¥ outputs:

b settings:

}» sources:

¥ version: 1

.

“linkReferences": (},

"ob;uct“: "6080604052600d60005534801561001557600080£d5b5060e6806100246000396000£3fe608"

“opcodes”: “PUSHL 0x80 PUSH1 0x40 MSTORE PUSH1 0xD PUSHI 0x0 SSTORE CALLVALUE DUPl 1SZi

"sourceMap”: “25:227:0:=;;;77:2;63:16;325:227;8:9:=1;5:2;;3530:1;27;20:12;5:2;25:227:0;
)
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Ganache

Access your private key for signing your contract in MyEtherWallet.

r

MNEMONIC HD PATH
slim rain lawn kiwi elegant behind vibrant dentist puppy reduce kidney there m/44' /60" /8" /8/account_index
ADDRESS BALANCE TX COUNT INDEX

0x231eAeEF9EA93F5370a1F633F32E45AF570980E8 100.00 ETH

INDEX
1

TX COUNT
0

INDEX
2
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MyEtherWallet

1. Paste the
contract’s ByteCode
from Remix

2. Gas Limit will
automatically be
calculated

3. Paste your private
key from Ganache

4. Click Unlock

5. Now you have
access to your wallet

Byte Code

60606040526000880553415610213576000807d5b60TBR61002160003960003006060604052600436106053576000357c01800000000000000
20000000000000002000000000000000000000080900463 1 F 111 ff1680635b34b966146058578063a87d942c14606a57806315c5adB3146090
575b600080fd5h3415606257620080Fd5h60686022565080503415687457600080Td5h6@7a60b4565h604051808281526020019150506040518
©910390f35b34156@9a57600080fd5b60aB60hd565h005h60016000808282540192505081905550565h60008054905090565060016000808282
5493925050819855505600a165627a7a72305820¢77575055a240acaen1280d77d3e296bbeB267aabceedlcd40012161aa72f6080029

Gas Limit
124604

How would you like to access your Paste Your Private Key
wallet? -

MetaMask/ Mi © This is not a recommended way to access your wallet.

I
el o Entering your private key on a website dangerous. If our website is compromised or you accidentally visit a

Ledger Wallet different website, your funds will be stolen. Please consider:

TREZOR « MetaMask or A Hardware Wallet or Running MEW Offiine & Locally

Digitaf Bitbox o Learning How to Protect Yourself and Your Funds

Secalot If you must, please double-che e URL & ert. It should say htips://wwe,myetherwallet.com &

MYETHERWALLET INC in your URL bar,

Keystore / JSON File @

Mnemonic Phrase @
© Private Key @

Parity Phrase

853cfBcb7b66d91¢a3B8efIceded5e39997§2773247c27bb2cT cae35alb3d383
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MyEtherWallet

Click on Sign Transaction button to deploy your contract

New Wallet d Ether kens =8 Swap Send Offline ENS DomainSale Check TX Status View Wallet info  Help

Interact with Contract or Deploy Contract

Byte Code

0x606060485260008055341561001357600080d5h60fbBA610021608039600813006060604052600436106853576000357c@10000000000000
900000000RBRB000ADDEVRDADAGORADR0AABADA0BRAASAGAGITT{fff1680635b34b966146058578063a87d942c14686a578063f5c5adB31460
98575b600080Td5b3415606257600080 Td5b606860a2565b@050341560745760008@Td5b607a60b4565b0040518062815260200191505060405
180910396135b3415609a57600088 Td5b6@aP60bI565b005b6R0160PB808282548192505881985550565h60008854985890565b600160008082
825493925050819855505600a165627a7a723058208c77575055a240acae6f280d77d3e296b6eB267aabceed1c4400121612a7216080029

Gas Limit
124604

Sign Transaction

Raw Transaction Signed Transaction

{"nonce":"@x080" ,"gasPrice":"08x098bca5a00" , "gasLimit" ;" 8xf90167B085098bca5a088301e6bc8880b9811c60606040526000
@x@lebbc" ,"to":"", "value":"0x00", "data": "@x60606040526 808553415610013576000881d5b60fbBO6100216000396000130060
0008855341561001357600080fd5b60fbBR6100216000396000130 60604052600436106053576000357c01@0@0e080000C00D000R0ER
06060604052600436106053576000357c018000000000000000000 ©000000000002200000000000000000000900463F T 11680863

Deploy Contract
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Ganache

You can see now you have one transaction for your address and your
balance has been changed because of the amount of gas you paid for

creating the contract.

MNEMONIC

slim rain lawn kiwi elegant behind vibrant dentist puppy reduce kidney there

ADDRESS
0x231eAeEF9EA93F5370a1F633F32E45AF570980E8

ADDRESS

©x970fc818790E900598C57E48b89B6D3D8B8I6DL16

ADDRESS

0xb59BD5568d0be42C13fB521f845243F1CDaF2eF1

ADDRESS

0x280AFA533B9falA97a6D2E4640412FDB6FC5dd36

ADDRESS
0xD6D39E82AB17¢c30460F2CAc88425ECcaBf2757¢c5

Ganache

BALANCE
99.99 ETH

BALANCE

100.00 ETH

BALANCE

100.00 ETH

BALANCE

100.00 ETH

BALANCE
100.60 ETH

HD PATH

m/44"' /60" /8' /0/account_index

TX COUNT
2]

TX COUNT

0

TX COUNT

TX COUNT
0

INDEX
INDEX
INDEX
3

INDEX
4

&

Q|| /K
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Interacting with the smart contract

Extract the contract address Extract the ABI (Application Binary
from Ganache Interface) of the code from Remix

\ 2 ) 2

Interact with the contract in MyEtherWallet
(Import the contract address and the ABI into the MyEtherWallet)

4
a function ‘
-

‘ Generate the transaction ]
l Receive the result |

peay
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Ganache

Transactions tab: Copy the created contract address

Ganache

) TRANSACTIONS

CURRENT BLOCK GAS PRICE G X PC STRVER MINING STATUS
1 20000000000 7 7 2 AUTOMINING

TX HASH

CONTRACT CREATION

GAS USED VALUE
124604 [°]

FROM ADDRESS
0x231eAeEF9EA93F5370al1F633F32E45AF570980E8

CREATED CONTRACT ADDRESS
0xf22ABcA21D7eeF564FD5Ea743dd9326197CFAA2d
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Remix

Copy the ABI
(ABI is the interface that tells MyEtherWallet how to interact with the

contract)

€ I browser/firstContract.sol ® Comple Run  Analysis Testing Debugger Settings Su

1 pragma solidity 78.5.0;

2z Current version:0.5.1+commit.cBa2cb62. Emscripten.clang

3+« contract financialContract {

4 Select new compiler version ¥

5 uint amount = 13;

& @ Auto compile  Enable Optimization  Hide wamings

T~ function getValue() public view returns(uint){

8 return amount ; 2 Start to complle (Ctri-S)

9

10

11~ function setValue{uint newAmount) public{

12 amount - newAmount;

13 }

14 } financialContract 4+ & Swarm

15

Ze Detaiis ([ A8 | Bytecode
financialContract x

36
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MyEtherWallet

Contracts tab:
Interact with Contract = Paste the contract address from Ganache and
the ABI from Remix

New Wallet Send Ether & Tokens ﬁSwap Send Offifge Contracts EJS DomainSale Check TX Status View Walletinfc Help

Interact with Contract)or Deploy Contract

Contract Address Select Existing Contract
Bxf22ABcA21D7eeF564FD5Ea743dd9326197CFAAZd Select a contract... —

ABI / JSON Interface

"outputs": (1,

“payable": false,
“stateMutability": “nonpayable",
“type": “function"
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MyEtherWallet

You now can interact with the contract by selecting a function and
invoking it

MNew Wallet  Send Ether & Tokens @Swan Send Offline Contracts ENS DomainSale Check TX Status  View Wallet Info  Help

Interact with Contract or Deploy Contract

Contract Address Select Existing Contract
@xf22ABcA21D7eeF564FD5Ea743dd9326197CFAAZd Select a contract...

ABI / JSON Interface

"outputs": [],

"payable": false,
"stateMutability": "nonpayable”,
"type": “function"

Read / Write Contract
Oxf22A8cA21D7eeF564FD5Ea743dd9326197CFAAZd

Select a function -

| peiValue
setValue
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MyEtherWallet

If you select the getValue function you will receive the value
without paying any gas
(There is no operation cost for getting information)

Read / Write Contract
Oxf22A8cA21D7eeF564FD5Ea743dd9326197CFAA2d

getValue -

Ly

13
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MyEtherWallet

If you choose a function that updates the state of the contract,
you will need to pay gas for it in a transaction.

Warning!

You are about to execute a function on contract.

Read / Write Contract
Oxf22ABcA21D7eeF564FD5Ea743dd9326197CFAA2d

It will be deployed on the following network: ETH (Custom)

Amount to Send In most cases you should leave this as 0.

)
setValue -

Generate Transaction
e ————

Signed Transaction
{"nonce":"8x01","gasPrice":"8x09 @xfB6B0185098bca5ad@B2a2a194f22a
Bbca5a@@","gasLimit":"@xa2al","t Bca2ld7eef564fd5ea743dd9326197cf

0" :"0xf22ABcA21D7eeF564FD5Ea743d

s

2a2d80B845b34b96626a84285b052ad31
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Create Custom Ethereum Blockchain

* Instead of using Ganache with its default properties for private
blockchain you can run your own blockchain

* Install Geth: One of the implementations of Ethereum written in Go
* Create the genesis block

* Create storage of the blockchain

* Deploy blockchain nodes

* Connect MyEtherWallet to your blockchain to interact with it
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@ @ ™~ mohammht — -bash — 97x40

eth help
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Genesis block

* The first block in the chain and a json file that stores the configuration
of the chain

@ @ .- genesis.json — Ethereum_Project

* Create and store the file as genesis.json
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Create the storage of the blockchain

* Go to the directory of the genesis.json file
* Specify directory of your blockchain
* Create the storage from the genesis block

-install:Documents mohammht$ cd Ethereum Project/

ds-install:Ethereum Project mohammht$ geth --datadir|firstBC)init genesis.json

Ethereum_Project

= (D 101 BE~v| %~ Folder name of your
blockchain

genesis.json firstBC
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Inside the Blockchain Folder

« geth folder: Store your database
* keystore: Store your Ethereum accounts

firstBC

B=oo = %.

geth keystore
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Start the Ethereum peer node

» Start the blockchain

geth --datadir fistBC --networkid 100 console

* Networkid provides privacy for your network.

* Other peers joining your network must use the same networkid.
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Blockchain started

* Type
admin.nodelnfo
to get the
information
about your
current node
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Create an account

* Type personal.newAccount to create as many accounts as you need

> personal.newAccount('Type your password here')

* l

* See the created account(s)

> eth.accounts
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Mining

* Type miner.start() to start mining

* Type miner.stop() to stop mining
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